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February 10,ZOOO

u.s.DepmentofHealthandHlmlanse.Ivices
c/o: Assismt  secretary  for Plamdag  and Evaleatioa
Attention  Privacy-P, Room G322A
HobertHmn~Bnuding
200 Independence Avenue,  SW
Waddngto&  DC 20201

However, hppmp&eeseaaddisclcwmeofheatthiaformation~gabuseposeseniqae  safety
thmts for victims. perpetrators  who discover that womea  have d&lo&  domeslic  violence can mtalhte,
tintheredangeringtheliveaofhattettdwomenandtheirddhiren  AdditionaUy,employers,hsmers,and
othpartieawhodiswverahistoryofahsethroughmmzamry health information disclosure often
discriminate  against victims. While the pmped  tegnIatiens  offer many protections for all patients,
severalkeyissues~~tovictimsof&maticviolencehavenotbanfullyaddressed.Asafamily
physicianandpublicbealthpmfessionalIurgeywtointegratetbeenclosedcommentsinthefinal
regnlations  to ensure the proper protection for victims ofdomestic violence.

Please co&me DHHS’s commitment te impmviag  the lives  of battemd  women by integrating these
important commentsintothe6nalregalations.

JoYlMol3rbee  MD, MPH
2809 E. Elm St
l&son,  AZ 85716
520-327-1014

Co-towDHHSPrivacyRegalatioas

chedc!ommws

batteredwo~byidenti&ngaadd ocomedq  abuse and conned@  victims with domestic violence
advecatesandsezvicea.  privacyofhealthinformationiscriticaltotbesafetyandweU-beingof~Uionsof
womenand&ildrexlwiIosldferha?mfromdomesticviolenceaadabuseeachyear.  Strongplivacy
pllections  that take into amsidemtion  the mncems  of domestic violence victims will v victims to
discusstbeir~j~esand~lsa6elmowingthattheirinformaticmwiUremainconfidential.

AvictimisoUencoacemedabcmtprivacybtxaaseshefearstkitherpcqtmmr wiudiscoverthatshehas
discussedthealmsewith~pmvider.  A peq&a&wholeamsthatldsvidimhastoldherpmviderabout
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thedomeaticviolenoecooldresorttofbrtbe?abose.  BecaosevictimskartbatthekheaUhinformationtiU
Rotranainconfidential,manymaybereluctanttodisaustbeviolenceopentyandhonestlY.

Inordertopaotectvidimqrrmqyprovidcrsdonot~domesticviolcncebecausetbqralsofeartbe
perpeaatorcouldaccessthevictim’shealthinformationaad~additionalharm.  Pnwiderswhodiscxwer
but&notdocumentdomcsticviolemx:runtheridrthatlaterh.estingpmviderswillnotknowthehistolyof
violeoceaodmisdiagoosetbevictim.  Fnwiderswhodoaotdccmoentvioleocecooldalsoredocetbe
victim’s chance of socceaa  io legat  proceedings  against her  peqebator. A complete medical record that
fullydavmentsinjuriesandsubsequenthealthco~U~ti~fromtheabusecanbeintmducedss
compeUiag  evidence to amobomte  the victim’s  tesdmooy. Withoot  this conubomtive  evidence, victims
would  oeed  to kodoce  other,  less penoaske  evidence which could  biw3c-r  the victim’s chaoce  of success.
pmvideTsw~lmowthatinformatoowillrpmainconfidentialaremorelikelytoengagetbepltient,
encourage  the patient to discuss violence opeoly  aad feel comfortable pwiding a annplete  record.

Foravictimwho~(obeopenandhonesfprivacyconcemso~beginwhenshediscussesthe
violence with her pmvidor. Any mmmonkatioa  with the victim at home, including  a bill, or email  01
tekphonecautoconfirmanappoinanent itumawtheUkeUhoodthattheperpetratorwillimerceptthe
information. Individuals  who are concerned aboot theii safety should be pem&ed to give providers  a
tekphone  number  and addma  where the victim feels comfortable that the perpetrator  will not discover that
shehasEmght heatment.  The secretary’s  pmpc6.4  role would  not reqoire  providem  to hooor  this qoost.
Whiletbe%xetarypmposesarighttorequestxshictioas,providers mnfronted  with such  a request  would
UkelymkMmatedmimpor@otsaktycoocemsofthevictim.

The following  mcommendadoas  am key to impnwiq thehealtbcam,safetyaadwell-beingofdomestic
violencevictima  ~thouttheseprotections,victimsofdomesticviolenccwill~~ioadequateheslth
cue services, be less able to pmsae oEec2ive  legal nxomse, sod te po4entiaUy  exposed to fnrther  violence.

smmmuyof-oos

Theregulations~beimpmvedinsweralimportarttwaystoeasunlhst~o~onaboutdomestic
vi&oceamIaboseis&qmtelypmtected

. extendpttltdonstopaper~rds

. reqldre covered  entities  to obtain wlitten  allthohdon  for heamBt& paymentandhealthcaN
opeNticms

. requireeatitieatousede-idendfi~informatioowhmpossible
l requireentitiestouseonlythe~~amamtof~o~onnecesuvytoacarmpUshtheintended

p4UpOSOftheuSeOIdiSClONN
l giveindividualsatruerighttorestrictuseenddisclosurewhereanindividual’ssafetycouldbe

j@=d
l limit w aad disclosure  ofinformatioa  by be&it  admiaistratom  (who receive pmtected  health

information) to other employees who do not need the information
. specifywhatinformstionshouMbeincludedincourtaod~~orders,Limitdisclosuresnot

pomoaottocomtorderstothatwhichis-lymcesmry, andrequirepersonsWhOrequest
information to provida  iodividoals  with notice aod oppottuaity  to objec4  to tbe disclosme.

. lqoirethatanydiscl~forlaweofoKome nt be subject to review by a neutral  jodicial  officer
l limit discl-  ofdirecto~~  ioformatioo  when a provider masooably  believes  that an imapacitated

individoal’s  injuries coald  be the msolt  of domestic violence
l repuiretbatplansandpwidersreceiveasignedaclmowledgmentthattheiodividualhasreoeived

notice of iI&matioa pmcticzs
. ~pmviderstocansider&~cviolencewhenmalring~ofkindisclosures

AppIiCabiIi~

webeU~thatthereguktionshould~~tobeslthinformationinbothclecFronicaad~format  By
onlywvertngelednndcinformation,themme.- abootpatimtconudencethete.xisttodaywiu
contimm,  ad many patie will Nmain  reiudant  to discom  sensitive health illformtion,  even for
tmtment. Became  of the complextty  of the health cam system, most patieots will aever  koow  what
information, if any, is stored &ctmnicaUy. We are eape&Uy  cooceraed  that maoy  domestic violence



victimswill~tohidethereal~oftheirinjuriesbecausethqrfearfortheirsafety.  Evenif
patients are able to detera& what informatioa  is maimah&  elechuoicaUy,  they wilI likely fear that some
portionoftheiaformatioaisinpap2rformat.  Theoolywaytoeosorepatientcon6denceintheheabhcare
system is to make the pmposed  rules applicable to atI ioformation

Definitions

We~withtbeSecretary’sproposedrulethataminorwhola~oMains~careservicesonhis
orherownexercisestherights~anindividualuodertbeproposedlule.  Forvktimsofdomesticvioknce
orabusewhoare~thispmvisionwauldguaraateethat~memberswhoare~could
not access  information (see also wmments  for Dbectory Ioformatioo  and Next ofKin). We a~ also
concerned  about minors who may suffer due to insppvpriate  pamtaI  itnavention For example,  a
dao~whoisabusedbyberboyfriendmayfearthatifher~di~~tbeabulse,~willmnfront
herab+w.iveboyftieodinacuraoryorinappmpriatematmex. Asareaolt,theboyt%ndcoutdremrtto
tetaliation  and further violence.

Treatment, Paymeat  amI Health  Cam Opemtions

Westrongtybelievethat~~eotitiesshouldberequiredtogetiadividualauthorizationin~to~
or disclose promted  health informstion  for h2atm&,  payment and health  care operatioas. While the
%xetarystatesthatsuchaoaothoxizationis meaningleas  because individusls  moat sign the authorization ia
ordertoreceivetreamrent. authorb&oos  themszlm  are very importaot  because they are aa “bdtial
~inwhich~~caataise~o~aboutprivacyw~aodLeammoreaboutoptions
available to them. For maoy dome&c  violence victims who am coocemed  aboot  finthez  violem&  this
initialmomentwillhelpcreateconfideacetbattheirinformationwiubeusedonlyfor~~purposes.

pmviders  discking toformation  for mnsoltation  or reformi  should  be reqdred  to ver@ who is re+eadag
ptected  health informtion. We are cmcaned  that victims of domestic violence who receive specialized
care (such as tegmdu&e or meutal  health services) may have their information impmpedy disclosed to
theperpetmtor.  Undertbeproposedregulations,aproviderwhorendersspecializedserviceswouldnotbe
reqired to consult the patient before disclosing information or even verify who has quested  the
information Weareconamedthatpe@xatorscooid arcessfully  obtain irtt5rmation  by using the
pmposedndemdorfblsepretenses.

nKregulationsshwldraqnireacoveffdentitytopmtedagaiostinadvertentdiscl~ofprotected
health information cooceming  sensitive health  care services (defined as Ex?vicarelatingto~
~~sexual~baarmitted~,suastaoceabuse,aodmenlalbealth)6y0Mainingaa~~‘6
authtion  prior to ammuuicating  with the iudividuai  at the individoal’s  home (whether by phone or
mail). Iodividualsseeking~~ehealthaueservioeshaveaheightenedconcerntbatinformatiooabout
tllhItEdidCOllditiOtlOr- maybeinadvertentlydisclosedtoothersintheirhoosehold,sochas
~~mmates,housemates,orf&mUymemb=ars.  Theaothorimtionshooldspeci6callyaskwhetherthe
provider or plan can call  the individual at home, send commonications  via
emailtotheiodividual’shome,orsendbillstotheiodividual’shome.  IftheiadivkMdoeanot~
these communications, the individual should  pmvide on the aothorizatioo  form a phone aumber  or ao
addreasforsacha, mmuoicationsandmustindicatehowpaymentwillbearrangedifpaymentismLe.

. .
-Netessary
We smngIy believe that entities should  first  be paired  to d*ermine  whether de-ideotilied information
caabeose4lordischxedtoacmmplishtbeiateadedporpose.  Whilethepmpesedmlerc@zathatendtiea
UseOnlytlbZ minimmoamoontofb&mnatioama3sary,thertdedcesnotre@etheoseofde-identitied
information We believe that a clear state-t  that entities  most tirst  wosider  de-idmtified iniormation  is
theotdywaytoenNNthattheminirmunamolmt~ staudad  is m implemented

We also st~ngly  believe that when an entity  discloses information at the individoalk  reqoest,  only the
minimmnamount necesratyshooldbedisclosed,anlesstbeklividoatbasindicatedothorwk  Avictim
mayauthorizeapraidertodiscloseinformationtoafrieodorfamilymemberin~todirmssba
plSentmurseofa. Undertheprqmsednrlc,apwidercoulddisclose~victim’seotiremedical
history including information  aboot  dome& violence  the vi&m may have iatmded  to remaio am6deotiaI.



WhFSdiSC1OSUNiStlOt- toacomtordex.westronalv -thatonlvthemioimumamount

WhUewerecognizetha~Uti&tamayneedtdaccesaSormation,Wearecomxmed thatcove-redeutiti&
who disclose information would prefer to disclose all informatioa  rather  thaa redact sensitive ioformation.
Unnecessarydisclosure~Idoccur~amrmberofscenarios,includingasubpoenainaperso~injw
lawsuit where the victim save a historv  of urior  abase at the onwider’s  nxeesL While some  omvidem.

If thebolder  of information is onclear  &at info&on is being reqo&&the entity should
mmest  clarification and should  oolv disclose that information which is mxssa~~. WhUetheSemetaMs

bdicial aod adokdstrative omceedks we believe that. at a miabman odv info-imation  reasobabh,

Lawenforczmentaccesstopmtectedhealthinformab.onaboutvictimsofcrimeorabuseshouldbelimited
to the minimom  amoont  necemary rqdmmmt Providers who disclom  too much information to law
enforoememwithout~mnsi~ti~ofthevictim’ssafetvincTeasestheWrelihoodthata

Law Enfo-0. Wearealsotwnmned abutvictimsiniillaucommmdtieawhocanbeeasily~to
the information eveo  if the victim’s  name or a&es,5 is not dkhxd. We believe that the minimam

Aniodividualshouldhaveahuerighttorestricttbeus+anddiscloglredinformationthatcould~
the individual’s safety. Women who know that they will suffer timher  violeoce  from a perpetrator  seeing
medical~~daumentingtheabusemustbeabletoaccessheahh-withoutfearingsuch
communications will reach him. A victim of dome& violeoce needs  to be able to place rest&ions  oo the
use and di.schJsure  oftheir  informatim  even for treatmenfpaymeotaadh~careoperations. Avictim
alsoaeedstokoowthataperpeeatorwhorequestsinformationwillnotbeabletolocateher  Itiseaseatjal

victim’snewaddres$eitherdirectlyorthroughmailingofan~~~ofben~tsfo~.  Akim’s

Thirdpartieswbo~dehealthcareservicesorissuebillsindependeat~tbeprimsrypmvider,~,or
imtitadon  should  also comply with ose amI dtschxare  rest&tons  requested by an iodividoal. lfaa
individualrestrictstheuseanddisclosureofinformato~aproviderwhoagreestoorisawareofa
restrictionm~informthirdpaRiesthattheinformdtion~~beusedanddisclosedforpurposesthat
do not violate the restrictions. For example,  ao individoat  who is referred to an out-of-plan radiologist may
be billed sqarately  for the mdiollogy treament  sO,eveniftheprimaryprovider’sbiUgoeatoaoaltermk
addwas, the mdio~ogist’s  bill could  be seat to the victim’s house,  inadveneatly  notifying the perpettatcamd
endangering  her. It should  always be the primary pmvider/&itotion’s  respoadbility  to commmdcate  the
restriaion  to all third parties as a patient often  doea  sot  know which mtkrmls  are billed  separately.

component Edltitiea

WestronglybeU~thsttheseerebtrysbouldexpresslystatethatpersomrelandbenefitaQninisaation
employees zespomible for bedits  or man@ngtheday-todayoperationoftheheabhplaaareaweredby
the~gdation.  TbeSecretary’spreamble~to~~theseetnplayeesbutwebelievethisshouldbe
madeclearintheregulation  Wealsorecormnendduttkcretaryreqoirepemonm3deparpnentsaod
employees  who handle health cue adminisnation  to have safegoanis  to M that bdbrmatioo  is not
disclosedtothelarger~on  Wearevetyconcomedaboutemployerswhomayimproperiyobtain
informatiou6omteue6t~  ” torsaodosetheinformati6m@qmqktelytomakeemployment
decisions (such as promotions job assigmnents,  sod oven firing). Victims of domestic  violemx  would  be
likely targets for discrimination  even when they perform well on the job. Employees who work within the
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managers outside the h&h cam component unless disclosure is rcquircd  for h&h plan administration.

Judicial and Administrative Proceedings

We strongly  believe that the regulations should specify  minimum information that must be included in
court and administmtive  orders in order to guide those disclosing protected health  information and lo notify
those receiving information that the information  cannot be used or disclosed for other pmposes. At a
minimom,  coort  and administrative orders should:  (1) provide that the protected  health information  is
subject to court protection; (2) state the nature of the ioformation to be disclosed, and to the extent
practicable, identify  specific ioformation to be disclosed; (3) specify  to whom the information may be
disclosed; (4) specify that such information may not otherwise be used  or disclosed; and (5) meet any other
mquirements  that the court or tribunal determines are needed to protect cxxdideotiality. These reqoirements
are necessary to ensure that sensitive ioformation is not released outside  of the proceedings in a way that
could jeopardize the safety of the victim

We believe that only the minimum amount of information necessary  to respond to a subpoena  should be
disclosed. If the holder of information is unclear what information is being requested, the entity should
request clarification  and should only disclose that information which is necessary. While the Secretary’s
preamble raises practical concerns about applying the minimum amount necessary requirement in judicial
and administtative  pmceedings,  we believe that, at a minimom,  the Secretary should  reqoire  that oniy
information reasonably  nectary to respond  to a subpoena  should be disclosed. While we recognize that it
may sometimes be diflicolt  for parties responding to requests to determine exactly  what information the
reqwting party seeks,  the holder of the protected health  information should not have blanket  authority to
disclose all pmtxcted  health  information-only information that is directly responsive to a subpoena  should
be disloed. While a victim may have a long history of domestic violence ami  other conditions, if the
information is not direct&  responsive  then it should not be disclosed.

We also strongly believe that the Scnetary should include a provision prohibiting disclosore  of pmtected
health  information onless  the hkiivideal  who is the subject  of the ioformation has had (1) reasonable notice
of the subpoena  and (2) reasonable  opporhmity to move the court,  or other  piding  official, to quash the
subpoena  on the basis that the individual’s privacy interest outweighs the interest of the person  seeking the
information. Under the proposed rule, a domestic violence victim may not know aboot  a reqoeat  for
disclosure of her personal ioformation that could seriooaly  endanger her. A notice requirement would
ensure that a victim could  take the neoessafy  precautions to make sore that domestic violence information
does not reach the perpetrator.

Law Enforcement

We are very concerned that domestic violence information may be disclosed  to law enforcement 0fUcials
without  any consideration or notice about safety concerns of domestic  violence victims. The only way to
safeguard  the privacy of domestic violence victims is to require a warrant fmm a nti judicial  otlicer
pqor  to every law enforcement disclosure. A warrant @meat is a familiar  standard in other  federal
prtvacy laws and has not been shown to interfere with legitimate law enforcement activity. We are also
concemed  that without a warrant reqoirement  a victim could be deterred from reporting violence if she
knows that the police could  access  all of her medical records,

A covered entity should be required to provide notice to a victim aboot  any requests  or disclosures  of
information to law enforcement officials. Information released  to law enforcement oi?ick&  wiU likely be
used to make an arrest or conduct follow op investigation. We are concerned that daring this process a
pepetrator  may discover, either directly through police interrogation or indirectly  fium witnesses who have
been contacted, that the victim has discussed  the abase with law enforcement o&ials or her provider.
Providing notice to the victim  will allow the victim to take necessary safety precautions. Becaose
providers are already required to account for disclosores  we believe that any administrative burden  would
be insigoiticant.

When a victim has reqoested  rest&ions  on uses and disckmires  of her health information, the covered
entity should communicate those restrictions to law enforcement  officials. Jnforming  law enforcement of
the restrictions  would help investigators lmderstand  a victim’s safety concerns Law enforcement  offici&
would  then  be better  prepared to help the victim seek protection doring  the investigation.



casitv  locate a victim to wmmit  further violent acts. White individuals who &not in&&&ed  would

would have no A provider who reasonably believes that the injuries of an &capacitated
individual could be the result of domestic  violence should be prohibited from disclosing the location of the
individual. We believe that such  a limitation is essential for the safety of domestic violence victims.
Providers should be given discretion to disclose the location of the individuat  to immediate family members
who qualify as next of km and when the provider  does not believe the injuries could be a result of domestic
violence.

Notice of Information Fmctices

We encourage the Secretary to require entities  to make reawnable  efforts to obtain a signed
acknowledgment that the individual  has received and mad the notice of information practices. While we
believe that a signed authorization is the beat policy, we also believe that a signed acknowledgment could
also serve as an “initial moment.” (See Treatment Payment and Health Care Operations)

Next of Kin

We are very concerned about situations where a perpetmtor  who is a next of km attempts  to obtain
information about his victim’s  trratmem  for her  injuries. If the perpetrator  discovets  that the victim
discussed her injuries and identified the perpetrator  by name, he could confront  the victim. This
confrontation may be another violent episode. We strongly believe that where vetbal agreement cannot be
obtained any disclosure must take into consideration whether the information could jeopardize the safety of
the victim

We are also co-cd that the proposed  rule does not have adqnate  verification procedures to identify
those who are requesting information. tfverbal  agreement is not possible, the perpetrator could easily
obtain domestic violence information. Jn the Secmta@s  preamble (p. 59972). she states that when there is
no verbal agreement a verbal inquiry into the identity of the person requesting the information is sutlicient
We strougIy disagree and believe that an entity should verity the identity of the next of kin who has
mqueated  the information A pxpctrator  could attempt to cbtain  information as next of kin while the
victim is unconscious in order to find out whether she previously identitied  him as the perpetrator. By
verifying the identity of the person requesting the information, a provider could then make an informed
decision as to whether the safety of the victim may be jeopardized

Right to Resttict

We recommend that the Secmtary’s  proposed  right to request restrictions on all information bc retained
However, a mere  right to m-quest restrictions does not adequately address the safety concerns of victinu  of
domestic violence or the discrimination and safety concerns of others with sensitive
health conditions, Victims of domestic violence have immediate  safety concerns when information about
their treatment is disclosed to the perpetrator. Often pxpetmtors  are angered if they find out that their
victims have told a pmvider  about the abuse. As a result, the victim may be in more serious danger of
persmal  harm. There  are many ways for perpetrators  to discover that the victim has had or is seeking
medicat  attention, or discover the whereabouts  of the victim (i.e. by finding  a bill or explanation ofbenefits
or notice of appointment in the mail, answering medical history questions  posed  by an attending health care
worker or an insurer, dkcdy  asking a provider or insurer, or by false pretenses). The victim should he
able to request  that, to the extent possible, covered entities not use or disclose protected health information
in ways that would alett  the perpetrator. Thus, the victim should lx able to request that a biU be sent to a
different address,  or that the perpetrator (if identUicd)  not be given particular health  information about the
victim, or that only spdied  persons  be given fult access  to the patient’s health information Not requiring
that entities rehct use of information has broad effects. tfvictims  of domestic violence are not adequately
assured of the cxxdidentiality  of their information, they will be less likely to seek medical  attention and
counseUng. Failing to give victims a true right to limit disclosures of their  health information where the
disclosure would endanger their safety undermines  the efforts of the health care community to serve
victimsanddeprivesvictimsofnecessarycareandassisiance.



We appreciate the ESzmta@s concera  about the tmwozlmbility  of an absolute right to restrict, but when
restrictions concern information that could jeopardize the patient’s safety, the safety of the individual
outweighs any adminishative  burden While restrictions  may be ignored  or overlooked because the peraoa
handhg the iuformatiou  is unaware of the restrictions, we believe that entities could minimize any
oversight by flagging rest&ted  information in a noticeable place and mamw  on the information itself All
entities who receive sensitive information subject to restrictions by the individual should be informed of
and comply with the restrictions.

We are very concerned  that the secretary’s  proposed rule does not permit individuals to request  restrictions
on the use and disclosure  of information  in emergency situations. We strongly believe that the fight to
restrict  should apply in emergency situations. A victim who has been harmed by violence may firs4 turn to
emergency services for aid, and the victim should be able to xrquest  that the perpetrator  not be told of her
condition or where&c&s.


